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Abstract: In the context of sustainable development and the achievement of European and global
carbon footprint reduction goals, ports have an essential aim in the balance between global warming
and sustainable development. Moreover, digitalization and the fast evolution of IT facilitate the
infiltration of vulnerabilities in port systems that can lead to negative events, the issue of cyber
security thus becoming a concept present in all structures of the logistics supply chain. This paper
shows the implications of the deficiencies of one aspect over the other in the port field and how the
integrated approach of the two concerns facilitates the green transition of ports in a safe and secure
environment.
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1 INTRODUCTION However, despite sustainable development

and cyber security being crucial for the
development and enhancement of port
activities, they are seldom discussed together.
This oversight can lead to vulnerabilities that
compromise both environmental and
technological aspects of port operations. The

Currently, two critical areas are under
intense global scrutiny. One is sustainable
development in the face of global warming,
leading to the adoption of numerous
international  environmental policies and

objectives (United Nations, 2015). The other is
cyber security, which addresses the protection of
network and IT systems amid rapid technological
advancement and digitization. Given their global
importance, it is essential to integrate these
concerns into all critical infrastructures, including
sea ports, which are fortunately under thorough
examination and debate.

interconnected nature of modern port activities
means that a breach in cyber security could have
significant environmental consequences, while
poor sustainable practices can exacerbate
security risks. This paper aims to address this
gap, highlighting the need for an integrated
approach to port management that
encompasses both sustainable development
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and cyber security. By examining case studies,
current policies, and emerging trends, this paper
seeks to provide a framework for policymakers
and industry stakeholders to enhance port
resilience and sustainability in tandem.

2 BACKGROUND

As a major player in global transportation
and commerce, maritime transport currently
accounts for 80% of the total volume of goods
traded worldwide (United Nations, 2019). Ports
serve as the crucial interface between water and
land freight transport, but they also contribute
significantly to air pollutant emissions due to the
handling and transportation of freight to and
from the port.

The port and maritime sector has reached
its actual stage through notable increase over
the past twenty years. The capacity of the global
container fleet has expanded six times since
1990 (Tran & Haasis, 2015). Due to its cost
advantage, shipping is regarded as the primary
and most environmentally friendly mode of
international freight transport worldwide. For
instance, the European Union targets to shift
30% of its freight transport, covering distances
greater than 300 km, from road transport to
either rail or maritime transport (Redseth,
Schayen, & Wangsness, 2020).

However, it has been verified that maritime
transport has a significant contribution on air
pollution, particularly in coastal regions, while it
is indispensable to global socio-economic
advancement (Wild, 2021). Hence, due to the
substantial expansion of international shipping
in recent decades, emissions from shipping and
ports, along with their associated impacts, have
garnered heightened attention worldwide
(European Commission, 2022). Additionally,
recent research systematically correlates air
pollution with adverse health outcomes among
affected populations (Cai, Peng, & Yu, 2021).

In the Paris Agreement (Consiliul Uniunii
Europene, 2016) there are targets to control the

rise in global average temperature. It appears
improbable that these goals will be met by the
year 2100, while around 2.4% of global
anthropogenic emissions, that are expected to
grow in the next decades, are generated by
global transport. Lately, there has been
significant pressure on ports and maritime
transport industry to decrease their greenhouse
gas emissions. Moreover, shipping is anticipated
to be one of the rapidly expanding industries in
terms of greenhouse gas emissions (Cai, Peng, &
Yu, 2021).

Cyber security is a major concern in the
digital age we live in. Moreover, in the port field,
securing networks and information systems
becomes a priority considering the huge amount
of information and technology rapid
development (Bunyamin, Gizem & Pelin, 2021).
On the one hand, it facilitates the increase in
productivity and effectiveness of port activities
integrated in the entire logistics chain, but on the
other hand, it creates the environment
conducive to the development of large
vulnerabilities, namely opportunities  for
malicious entities. Ports are critical points in the
global flow of the logistics chain that require
adequate protection against cyber threats
(Akpan et al, 2022).

Cyber attacks directly affect the normal
development and optimization of processes in a
port (ENISA, 2021). These can be of a nature to
affect the computer system by producing
blockages with the aim of obtaining money, or
they can be of a terrorist type, with the aim of

causing material and human damage,
environmental impact, disasters, etc. (Avanesova
et al, 2021).

There are activities and threats that
continue to represent significant challenges that
can address various areas, especially seaside
areas and also far EU territories which are more
at risk. These activities are represented by
threats or illegal actions like piracy, offshore
armed robbery, organized crime, terrorism, arms
and drug trade, illegal, unreported and
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unregulated  fishing, the presence of
undetonated  munition in  the marine
environment. There is a possibility that poor port
security facilitates some of these illicit activities
(European Commission, 2023).

Some of the most famous maritime cyber
security events are the cases: Maersk (Industrial
Cybersecurity Pulse, 2021) which was affected by
the NotPetya virus that was able to attack
Maersk's global network because it was
uploaded to a single unprotected computer but
which was connected to the company's global
network, which caused the contamination of the
entire system; and COSCO Shipping (COSCO
Shipping, 2023) which  experienced a
Ransomware attack - the incident shut down the
transporter's phone and email services to
customers, which required an immediate action
plan.

The port industry, like many other sectors, is
experiencing digital advancements, resulting in a
rise in potential vulnerabilities. Criminals are
increasingly using hybrid and cyber techniques
to target maritime facilities, including ports,
ships, and even submarine pipelines and wires.

Recommendations of the European Union
Council on a coordinated approach at Union level
to enhance the resilience of critical infrastructure
recognizes the call for action. In addition, the
Recommendation on the Union's disaster
resilience objectives proposes means that may
help to increase European readiness and
response capacity to natural and human-
generated catastrophes, including in the
maritime environment (European Commission,
2023).

Since the inception of the European Union's
Maritime Security Strategy in 2014, numerous
shifts in the global geopolitical landscape
necessitate fresh and reinforced measures. The
comprehensive threat assessment across the EU
indicates a surge in threats and challenges,
particularly within the maritime sphere. There's
a noticeable uptick in strategic “fight” for
resources and power (Alcaide & Llave, 2020).

Menaces are evolving into intricate and
many forms, certain nations endeavouring to
redefine fundamental principles of the
multilateral order, often by encroaching upon
national sovereignty and borders.

The military hostility of Russia towards
Ukraine has rekindled warfare in Europe,
ushering in new perils and adverse ramifications
on European maritime security, environmental
integrity, and economic stability, thereby
impacting European citizens and enterprises
(Ben Farah et al, 2022). Maritime security
encounters various challenges across numerous
regions, encompassing  territorial and
disagreements, rivalry for natural resources, and
infringements upon free navigation as well as the
rights for transit. These confrontations breed
pressures within sea basins neighboring the
European Union, notably in the Mediterranean
Sea, Black Sea, Baltic Sea, further boosted by the
war in Eastern Europe (European Commission,
2023).

Have we ever wondered if, in addition to the
risks to which critical electronic systems are
subjected, cyber threats can also have
environmental consequences in the functionality
of the port? But vice versa?

3 METHODOLOGY

The authors addressed two highly debated
themes worldwide applied in one of the
important sectors in the functioning of society,
namely the port field. Studying the two subjects
separately reveals an extraordinary scientific
activity.

For a literature synthesis in the addressed
field, Clarivate Analytics' Web of Science (WoS)
platform was used to search for the most
relevant articles. For the topic on the
environment, we proceeded to search for articles
that contain the key words in the "topic" field:
"environment" and "port". The selected period
was 2014-2024 to see the status in the last 10
years. 6,462 items matching the selections were
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identified. If we had replaced the word "port"
with "seaport", the list of results would have
been narrower with a number of 335 results. For
the field of cyber security, the keywords selected
were: "cybersecurity" and "port", the selected
time period being the same as the last 10 years.
Anumber of 117 relevant articles were identified.
If we had replaced the word "cybersecurity" with
"security", we would have obtained a number of
6,462 articles, but we were strictly interested in
cyber security.

When we merged the keywords into a single
search ("port", "environment", "cybersecurity")
we obtained a number of 23 articles, the most
recent of which are from the last four years.
From here we understand that the approach to
the two aspects simultaneously in the port sector
was reduced. We believe that this number could
increase in the next period, considering that
some aspects of one sector may have important
implications on the other sector in terms of the
functionality of the port.

Dependence on technology and, more
recently, the introduction of artificial intelligence
into all organizational structures comes with
many challenges today. The field of cyber
security is among the main topics discussed
worldwide due to the increasing need to
maintain the safety of critical infrastructures at
the expense of emerging threats that we face at
every step. The relevant authorities, research
centers, international organizations (e.g.
European Cybersecurity Competence Centre,
European Security and Defence College,
International Maritime Organization, European
Cyber Security Organisation The European Union
Agency for Cybersecurity) promote and share
through all media sources, but also through
scientific events (e.g. the series of the Black Sea
Cybersecurity Conference), good practices and
research results in order to improve the quality
and safety of citizens' lives in the current context.

Furthermore, we are in the "era" of
sustainability, of the green transition towards a
cleaner world with reduced carbon emissions in

the context of global warming. At the global level,
this concern is the order of the day in every
organization. Ports represent important
logistical nodes in the supply chain, with an
impressive activity that can involve the
generation of greenhouse gas emissions, various
types of pollution, etc.

4 APPROACH

In order to carry out this study, the most
relevant official documents in the addressed
fields and also the most relevant articles were
documented.

» Paris Agreement (Official Journal of the

European Union, 2016) - 1.5° C scenarios
(Allen et al, 2018);

+ The 2030 Agenda for Sustainable
Development (United Nations, 2015);

« Fit for 55 - European Green Deal
(European Commission, 2023);

* European Climate Law 2021 (Official
Journal of the European Union, 2021);

« 2023 IMO Strategy on Reduction of GHG
Emissions from Ships (IMO, 2023);

* (The European Scientific Advisory Board
on Climate Change, 2023);

« SOLAS XI-2 and the ISPS Code. (IMO,
2014);

+ Communication from the Commission to
the European Parliament, the council,
the European Economic and Social
Committee and the Committee of the
regions  European Climate  Pact
(European Commission, 2020);

+ Joint communication to the European
Parliament and the Council. An update of
the EU Maritime Security Strategy and its
Action Plan (European Commission,
2023).

This paper aims to look up on how security
issues can impact environmental management
and sustainable development in ports. It also
seeks to illustrate how some environmental
factors can affect the security and safety of



Environmental concerns and cyber security. What do they have in common in the port activity? -117 -

critical infrastructure, including ports,
highlighting the need for increased awareness
among national and local decision-makers.

The relationship between cyber security and
port environmental concerns is intricate and
mutually reliant. Vulnerabilities introduced in
one aspect can result in severe repercussions for
the other, and vice versa.

Apart from human threat actors, port
systems face environmental threats stemming
from natural occurrences such as solar events,
weather phenomena, animals, and insects.
These factors can induce damage, malfunction,
or substantial harm to port utilities and systems.
In extreme cases, port data may be
compromised or lost (The Institution of
Engineering and Technology, 2020).

An illustration of the impact of natural
occurrences on port operations might be
considered the high tide event on December 5,
2013, which affected the port of Immingham
(Spencer, Brooks, Evans, Tempest, & Moller,
2015). This incident resulted in millions of tonnes
of seawater surging over the lock gates into the
port. Immingham, renowned as Britain's busiest
cargo port, remained submerged for several
weeks. The port boasted a network comprising
over 40 electricity substations, nearly half of
which suffered varying degrees of water
damage, with ten substations severely affected.
These substations are crucial for supplying
electricity to port systems, but due to the
damage inflictced upon the port's power
infrastructure, operations came to a halt. Sump
pumps, essential for regulating water levels in
the docks, were submerged underground and
rendered inoperable. Engines and equipment
had to undergo dismantling for repair or
replacement.

Moreover, as climate change affects and will
continue to affect many sectors in the medium

and long term, these, together with marine
pollution, are expected to have important
negative effects on maritime security as well.
These impacts include coastal and island
flooding, the decline of coral reefs, mangroves,
and other wetlands, as well as the depletion of
fish populations. These environmental changes

act as catalysts for increased insecurity,
heightening vulnerability and lawlessness,
amplifying transnational criminal activities,

piracy, and straining marine resources. As a
result, there is a need for a new approach that
allows the European Union to enhance societal
resilience against climate change, protect the
environment, and reverse the trend of
ecosystem degradation.

Concurrently, deficiencies in the security of
maritime industry could occur in ecological
harm, like hindering the access to polluted areas,
diverting funds earmarked for environmental
preservation, sabotage actions targeting critical
infrastructure like the ports. Additionally, the
current war has inflicted not only huge human,
material and financial losses, but also a notable
depletion of biodiversity (ENISA, 2023).

Hence, it is imperative to tackle the interplay
among climate change, coastal and marine
environment, and maritime security,
incorporating both current and novel studies
(European Commission, 2023). Figure 1 shows
the relationship of interdependence between
cyber security management and environmental
management when it comes to maintaining and
increasing the efficiency of the port system, the
relationship between the two having a direct
effect on it.

A seaport constitutes a multifaceted
information environment encompassing both
land and costal activities.
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Figure 1. The relationship between cyber security and environmental concerns in increasing the
efficiency of the port system

Typically, a port comprises four primary
asset categories (these are buildings, linear
infrastructure, plant and machinery, and
information and communication systems)
utilized to deliver a variety of operational
services, with technology assuming an
increasingly pivotal role. The loss or compromise
of any of these assets holds the potential to
impact the following aspects (The Institution of
Engineering and Technology, 2020):

+  Speed and efficiency of port operations;

+ Port's capability to conduct

operations safely;

specific

* Health and safety of personnel and other
individuals affected by the conducted work
activities, to whom a duty of care is owed.

To this list of aspects that can be affected by
the compromise of one or more assets, we could
add "the environment", where different
environmental aspects can be generated and
which can have consequences on the
environmental factors that are present in the
port such as: water, soil, air, marine
environment.

An instance of compromising one of the
four outlined assets, such as communication and
information systems, might involve attacking

guidance systems, ship piloting, or other
communication systems (Jones, 2015) like Global
Navigation Satellite System (GNSS), as well as the
Global Positioning Satellite (GPS) (Zarzuelo,
2021). Such threats could result in maritime
accidents, leading to material losses, delays, and
financial setbacks and the obstruction of
channels. But, these incidents may cause spills or
leaks from fuel or oil tanks, potentially resulting
in irreparable environmental disasters.

5 CONCLUSION

A safe future in the port field and
throughout the logistics chain, in today's context,
of rapid IT development and the implications of
climate change, is represented by the
maintenance and optimization of the level of
cyber security and the growth and fruition of
environmental concerns.

This must be achieved at a global level,
starting from the port organizations through the
implementation of integrated management
systems likely to accelerate the achievement of
these objectives by applying techniques and
methods  for  evaluating  organizational
performance and continuous optimization of
activities and processes, from the simplest daily
activities to the most complex ones.
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The  current international  context,
generated by the crisis in Ukraine, has led to the
reorientation of the flows of goods through
Romanian ports and to the increase in the traffic
of goods which, in certain situations, has led to
the appearance of blockages in terms of the
handling/transshipment/operation of goods

The geopolitically uncertain period that we
are going through fuels and potentiates cyber
and environmental threats at the port level.

Although it is seldom discussed, the war in
Ukraine has a significant environmental impact
not only there but also in neighboring countries.
Romania, in particular, is vulnerable. Every day
the conflict continues, there is an increased risk
of dangerous substances contaminating the

water, food, and air, spreading from the
neighboring front.
Residues from munitions, explosions,

mechanical destruction from military machinery
and vehicles, wildfires, acid rain, and the release
of various toxic substances all severely affect the
soil, water, and air.

On the other hand, propaganda, fake news
and mass manipulation in all social media and
cyber attacks can contribute to the generation of
even greater conflicts, having negative
consequences on the functionality of the ports.

Therefore, when the potential risks are
taken into account, they could be addressed
both from the point of view of the potential
impact on the port and neighboring
environment, but also of port cyber security.

That is why, when the potential risks are
taken into account, they could be approached
both from the point of view of the potential
impact on the port and neighboring
environment, but also of port cyber security.
Useful results might be obtained when
evaluating the risks associated with: intrusion
attempts, preparedness level, access
management, security incidents together with
pollution level, waste, energy efficiency,
environmental issues.

The risks become even greater with the
automation of many processes, port facilities
and the introduction of more and more
autonomous ships, where the infiltration of
vulnerabilities in electronic and monitoring
systems is much more targeted. These
innovations can also influence the response time
in taking immediate actions after noticing the
materialization of an environmental or security
risk.

The establishment of legislative frameworks
for reporting environmental performance,
carbon footprint and cyber security issues
contributes to increasing the degree of
organizational awareness that will generate new
national and international policies and
methodologies or the updating of existing ones
for the purpose of sustainable development and
cyber safety aligned to global goals (DNV, 2023).

Future analyzes and studies may identify the
need for investment in existing port
infrastructure and superstructure or the
development of new ones, investment in the
existing aging fleet, in services that take into
account strict conditions in terms of energy and
the technologies and information systems used,
including aspects related to Artificial Intelligence
and the development of a Port Community
System.

Also, increasing the number of cyber
security exercises in the maritime field to
address the environmental implications in the
affected area, in addition to the operational
blockages generated will increase the degree of
knowledge, good practices, preparedness and
quick response to possible cyber security and
environmental incidents.
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